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^1 ®-9--Ai:m2©^-AS:fflV\ 

±fBH 1 ©&SM£JS&_tSB£ 1 CD-9— AT'ff W 

±mm2<DBft<Dmmz. ±mmi(Dv-A^(r ) m2(Dv—A^mh. 
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_L82» 2 ±IB^^S:7clC, ^Sltfi&M&A^ * - # SrJifBS 2 CO 

- m&fr hmmt s z: £ inr stM 5 mm<z>* v * - vt&mxm. 
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[»#SC1 0] 

a^j $ n & f&fg & $ £ izm t z> m^m 9 ia«© r ku^ ^siiSfio 

2] 

siPjSte&tfeffi-r&tRtefc, sipaflisrttffibfeai^icjifi*- 

[flhKSCl 3] 

S I P«M K * ^ * & ffi U Ht^SIM 3ftB!f fi9$t £ tf #n 

C»**l 4] 

5»fgft<fi?#, &£vn*, j»^5fe««i:-e©jK- hfiNS, &£vn& 



3 



ffi$Ef# 2002-3013399 



$#2001-3 7 3520 



±m^mmmtnt, 7u h^pt^n h3;i/Q^oD7 ki/^iwijt'S 
[?g^tf>#M&i&0J!] 
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-Y y V &te£#)i:i-£IP(Internet Protocol)M A^iSiC^gl It \^Z> 

VoIP(Voice over IP) {ilPffi^T^^'^^^-r-S^T^^o VoIPfcL 
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MmmmmizfaMmtjimt&m i^vy^y) zmm-tZo ipa-^ Mt2*i£^ 

IETF (Internet Engineering Task Force)&. IP^;i/^- * "rJ TilMCD-fe y ^> 
3 >fit5££<fctf^T£?T'3fc*b, SIP(Session Initiation Protocol) (IETF RFC 
2543)&{fc8HbUfc. SIPtt«|B©t£5Bf£*«lttV^fcft, VoIPcD-fe^y */ h yUW7a 

SIPliTCP (Transmission Control Protocol) -$>UDP (User Datagram Protocol) & 

SlPti^X hK-^O^n h3A/T?*»J, fcfcjfcg S'vy 

^t<y^a>0 ft^ ^fS^f £ ;* y iz - >f *>> e> « Jft 3 ti -5 . SIP© -fe y ^ 

3>tB*£lCte> M^-liSDP (Session Description Protocol) (IETF RFC2327)#jg 

SIP&* 9>f T> h • If-A^T-VKDT-^^^^^^MMbTVN^,, |§fg^^ 

>fr>h«, yy y<d^m (sip-9--a) mcsipm&zmm-tZo si 

P-U--AI*, DNS(Domain Name System)& E VATjtfS&CDT F l/Xfl¥&&?T V^ 

SIP-y--Ali, -e-CDtBSUCJ: UProxy^E- R£ Redirects - F£.tf%>Z> 0 Proxy^E 
- Kte, &m?^4Ty htmmV^JTy hia©izy *>3>flfc£lf:&:&Proxy 
Server3^#^"tS^rj£"C&Sa Redirects- Ktt, 9 -Y T > h #SIP Redi 

- rectiJ— /^e,»fcM5fc©ff?|S:fiJMLT, IMS* 9>f 7 > h ICfig^grrS 

jg*T, Proxy^- KCDSIP-9— A&mv^fcSIr1g«i!#JK&Sl9!t'*. IP»©a8*x 
*nPM(2^yhSIP£MVNTW^#£te£&3#l§i\ 38^x #SIP-9— AlC*f 
LTPfl83£JI# (INVITE) 5. SIPIf Wltt^yCBGmfiHg&^jt IT 

jg5fcy tCACK^^$r^#i-^Zli:lCj; >J fllfgt**. ACK^teSIP-tf- 
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*tf. ir yJ/ a y SH«& JCtt, SDPfc£#jM3ftS 0 «5fcx (3S5fcy) ttSS^y 

Mid ^"^-f ^- hr Fu^ict^^iHiiA^y ? *r Ki/xi:te>l?:fflig 

^tSSf i: LT, NAT(Network Address Translator)&fl5 £££ ? (IETF RF 
C1631)#£&ib;ftTV^ 0 

NATte, ^5>fK- h IPv4 7 Kl/Xt7^'J IPv4 7 F l^*©^& 

NATii, nat/1/- * -e^MS tifen ocDig^lSfTf -5 s - * &ifiMi&-* &W&x% 

- MfflT KU^awt^'J 9f»©r FU*2IHf#*r$S'r*»-&K:tt, r F 
U^S:»fttSfc«), Twice NATSffi#ftfc*l& £ fc##V\. Twice NAT&flS 
tt. Twice NAT;i/-^T*^M^4xfe— OCDM^^^^-^^^A^iii-^^* 

7KU^S:#at5fe«), Twice NATJiJ^T© <fc 5 tcS&fls-r*. >^>fK- 
MS«rt©Host-A*«/t^U V * ft ©Host-X Host 
-A «Host-X©DNST FU^^VA-^-^-fry^^y h $:i2l#-r^o DNS-ALG (Domain Nam 
e Service - Application Level Gateway) jtfz. © /\°->T y h&JSJEL/, ^oHost-X 
KM-fZT Fl^fc^-f hffi«rt^-f-f >y«Tfg&7 FbX (Host-X 
PRIME) (C^^tTHost-AtCjg-r, DNS7 F l/*8?&#ft£7 L tc ^Host-AliHost-X 
PRIME fc©WCjHS*:BM&'*" 5„ ZL©,^*/ htfTwice NATfcMlT S B# it 

fu*#nat©#o7 fu* e>*u Fu*ttHost-xjc 

Host-X^e>©IfA'^r>y F%£ftfcH#©IE&#*T;h*l.5o ±S3DN 
S-ALG©ifrf^#aiCOV>Ttt, IETF RFC2694lC8¥iffl#|3«3*lT V^S. 
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■t&Momm-fU h=i;i/j&^fc5»-£tctt, MfUZzfU h=Ul/£ UTIPv4£ffl^ 
ZMOXTIPvtM £!%■&)£ Internet Protocol version 6£^M1"&iffl(J^TIPv6 
IH^Iff^fciett^SaESI^i: LTNAT-PT(IETF RFC2766), S0CKS64(IETF RFC3 
089)^##ie>*lT^£ o 

V^*l%«#lftJClP/\°>!ry h *IPv4iLlPv6£.-VffimZ : mM-tZ>o 

IPv4T Kl/XilIPv6T FUX<D^m*:fio,Z.<D^m*fiomm*:&T 

l/X£IPv6T Kl/X(D^I!I^£ffr&U ^lt^3<Wfe§. 3<7)^M 
C*H, pp323-329£#Bg)<, 

MSitV x ^CDURL© J: ? ^AKiCfc^ *; -^iJ-V^iiy (:£^#J) £, IPT K VXIZM 

tl £ DNS© ;* y -fe - i? £ % \Z b T £ U , &ffiM®:<Z>m& * V "fe - V & 3£«Stit 
3g(IPT Kl/^©mW^)S:^-r-2>^o*nTilt-^>o Attack):. IPv6^ 
# & £ &m IZ o V x X&mffl^k £ ft o £ £ £ , ^ © jfc^T & £ IP7 K b X # IPv4£ 
o£^§-£\ r©IPv4T KUX£lPv6T K 1>X fC#£&;LT IPv63jg5MCi£ *; If. 
-fit, »^^A-5SrfC0IPv4T Kl^£«£m*fcIPv6y K^x£>tfJGStftt£o 

zzffitmi*mKt=.&<bmmit&£izmmmmzmwizftm-tz> 0 

[0 0 0 3] 

iPA^^hii, A°^y bommmmz'SttiP'w z\ tcp/udp/\-/*\ yyy 

^r-i/a>f-^©M?:i:So NAT-$>NAT-PT{cf^£ h^>x U-#kfc, 
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[0 0 0 4] 
[0 0 0 5] 

^tlH^BJca'tsaB^^SIPlCi-Sji^Srtf ^^©NAT-^ S7>XU- 
4tttSIP3ttFSDPJC|83tStifcIPT Kl/^?:fit^v^fc«), SIPtc J:S3B^ra« 

[0 0 0 6] 
[3Rffl«:#&'r<&fc«><B#®] 

■ mm-fr *>&2<D?n b^)wzfc$mmK&m?zm2<Dmmmm£Zfi$z.£.z 
mmt-tZo mi<Dmmmmtm2(DmMmm(Dmmzi£Mx*$>z> a 

[0 0 0 7] 

©3g^«tSCDj(g$tlfe^2<3!)aiJ^<Ofi|*S:, l2®t-^6«10t-;<Ms 
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[0 0 0 8] 

t^i^Tottiv^ m-<D-v--A-ft<Dm-'<z>-7u j tv j 9-±x*mm-t 

[0 0 0 9] 

I y-fe-^-^fr^-f n- KT-feU, Hi hu;i/i3J:tJ f l|2(D^n N 
2;i/0 9WiiIPv4T^U, Mlii Pv6t$,U, ^m£*i£fif#&7 

[0 0 10] 

zmmmt. ^mmmizm^^x. AJimmn^Kn^u h=i;wct£e>igi<z>y 

[0 0 1 1 ] 

ffi^tiS&ilLTJi, iga^lSOSlkW-A*-, W^/Uto^jii^fcil 
[0 0 12] 

iitST FU*«y£S"e&oT. T Kt/xM!^«te^n F n;i/Plc^e> T 

, M^-#(Z>3gl<Z)flIJ|)clCiB^£*iTV^7 Kl/^?:7FbXHU 

n Fn;Mc^e>M#£#?mbfc#-£fc&, iMtr- # tf>H 2 ©fl^clcfaizE^tiT 

v^7 Ki/^^fitSfeftic, hzr;i/P-e©T Fl^^^n hn;i/Q-e<£>7 
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K U X 0) ft JS £ ^ ftS&flt % 5: f£/£ 1" -5 „ 
[0013] 

©nat^ i/-*K:^*a*i*r Fi/x^si^«icinA, 4>&< hfcj^r 
©2 (i) r Fisxmmmm&m&2>ffi®mT-m 
&mzftzsip*vt-i?$:tiim'r2>^m.i:. (2) sip&tKSDPtc^stifcip 

• T Kl^MUgStt, SIP* y SIPi^wScDIPy FUX, &£V^£, SI 

SIP* ^•fe-^^m#©tt^^<T ; foJ^T©3o(Daig§:^^ 0 (1) SIP*yfe 
-s;©*iH^*^9^-4r«fm||B; (2) 7Fl/^iE*«tt^t57KU 
^^^(cmifclEMI!, (3) SIP*yfe-S?£T Kl/*XSI««©Se 

mx.ybvzmmvxwgfrx.zmm x*$>z> 0 TFux&t&mmz. siptk 

. ±ihsip^ v^-vwtm^WL<7)mmmm^m\z\t, aT©3oowfe5„ 
i sip* viz &#;tssiP7 Fux&mmnzffi*. 

3„ SIP7 Kl^aEfMSItttT KU^SE«Sie(Z)3E«ix> h U &?S«LTSIP* >y 
■fe-S?lc-g-£*iSIP7 K^x£*£fr;t5 0 

2 T*te, r Kl/X^m^gtfSIP* yiz-^<&^&*M&/^*--* 

IfcffltMB&fli*., ^&^/N°^*-*lC|BMfiN8 £tf#iT£ 0 SIPT K 

tg£tfi*.£o SIPT KU^SE«S5«tt, 7 K l/*a£«SS«0>a£«x> h U £jSJ3 
LTSIP* yfe-*;iC-£**i.6IP7 Kb^^ttA^S. 
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^ ic j: 3 mmm r a>&m & m -t & „ 
mxmwttzmmmiz&^x. 

mm^mt^mmt.. ^-jmrntmrn-t^^^iZi^m^mmumm^mn, 

> 

JifBT FUx^m^Si:®^t--g>fe^(c^^'Mi:iiM^|g$:#^, 
:/a hnjvPizVtoMkfrb^n b njVQizfeoMB'WSiPmmiZ. ±.SBT F u 

x^mmmtfsipmmzmmL, ±m-y--smmtfsipmm<D'mmz±mT fu* 

m\z'$ioT FuxizmML. :/n bnjiPiz'&oMkfrb-fu hn^Qtc 

zijvpiz'&ot Fi^A^^n hn;i/Q(c^e>r Fi^xic^i-^>ri:$:#m^-r 

[0014] 

±m (1) £>J:e>lC, *|g0^Ci:^T Fl^X^m^S^IPv4T Fl/^tC^e>M 

£ipv6y bi>xiz®ioMZffiKmmL, mzmiz&zsiPT bisxmmmmwsip 

* vZ-ViZ<££nZ>lPT FUX£#£^;t*U;£, IPvAMiZM^ 2>%$JfcH IPv6M 
tcM^-5^*©SIPS:m^fcW^ii#^«rtg{C^«, 0 
[0 0 15] 
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hT FU^izftoMi iiiPv4^n-A;i/T F i^c^m 

fttf, Ml ^cM■rs^i:«2^cMt-•2>^cDSIP$:Mv^fe^JiM* ,: ^TIg^c^ 
£„ -r&fc>1=>, J^T© (2) ©J; e> So 

(2) $>s^n hn;bPtc^e)«f5c©mAi. A2&r pu^mmmux'mm-t&m 

F Is X H MMT* (D T F b X tf>*f £S W# £ lir *f ^fif # £ S ilfg £: £ Bit. 
_hIBi^-A^«li, SIPM^tC^m^'»#7!)^^ns^{C±faT FU*MI 

MStc^THAiT-oy Kb-x, i@A2"e©T f u;* ^mzmm-r^ tz.mz&m 

MM frbMW\<DSI?mmiZ. _tfHT Fl/*MI$§*#SIP;i#£*lffiU _h 
fH^-AigS^SIPM^©'W#$:±faTFl/^^m^S^X.S^#fg$:#M 
bTHlAl t(D7 Fl^^^e>mA2T'(7)T FU^JClfcglU $ «b tc, ^nhn;i/Pic 
^CJ^Ai^^^n hn;i/Ptc^e)|gA2^\©jtf3tt. _tfBT F 
S^SIM$:#mbT||gAlT*©T FL/X^^MA21?(DT F U'* IC^I^S ^ £ £ 

(3) _tfBT FUX^^g^SIPiiMlc^^tiS^M^M&^ffiL, mm 

mm & rnua-t z> mm z $ <b jc^- l , _tta-9- - _ttairafitig & m v n t wtm 

( 4 ) _htar f u xmmmwt>mMmm t si?mmmm zttfo^ w s nig & $ <b 

« L/, ±fBT F l/X^^S^SIP®^^T^C^rj##{c^ t fcgem'ff # 
£l!ll&ir£^tg£££C^3c:££4fMi:1-S (3) SB«g<7)jlMM„ 
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(i) - (4) mmnmmMo 

h =r;i/P{c^e> 7 K l/x^e>yn bn;i,Qict£e>7 Kl/*fc£|ftU ££>&c, >fn 

TFuxw^mmmteMiiKDzfu hnjvp^m^2(D^u b^jiPizmKiz^m-? & 

mz^timmmmztt&tirzmmt.. sipmmiz^mMMmm^^ti^m^iz 
mn<D7 fux£mm<d7 Fisx£*mmzmm*zt=.foiz&mteM&mm*£ 

Mnfr<biMte'\<Dsipmmi$. ±sbt F\sx&mmm&sipmmz*kmi^ sip 
mmnmmit, ±&&mmmz*misxmn<DT Ku*fr*>»A2©r visxizm 

#£#MLTflSAl(Z>y Kl/X^e»iHIA2©T KU^JCSBft-rSi £ fe^i^Sji 
[0 0 16] 
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mmz&mtzmmt. v-Ammtmm^zt-toiz&m&mmtmm^mii. 

sipmmizmmMmmmtf^&nz>m&iz±mT ^u^mmmiz^x^u h 
§gs £ f 5 fc iz&mtemm t. mmmm & r n znm 1. 1 & v - /m 

tKo 

mmiz&\,^x, 

ate#®fc, SlPa#fe«mLfe»#K:±flB-!J— ^i6«i:3tl«OT, $IA1T?<Z)T 
SIPjt#iC^m*f^«#*^*tl^^iC±|BT Kl/X^g|^SJCj3VNTifi||AlT* 

[0017] 

(l) $>^^n hn^Pic^^JHA^fes^n hn;i/Qic^e>mB $:iit§7 
±|gyn Nn;i/Pii±gB^'n h n;i/Q& ffls iciest* ggif|«tBfc, 

■9— >*is«fca#*&fcfc©a«iMBfc, 

h3;bPT'©7 Ku^t^n ha;i/QT'®7 K ux&Ml&m&Z&ftWZ&m 
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mm t i- £ r k i/ * ^mistto 

(2) &s^o h=r;i/Ptc^e)«m»MAU A2&T Kl/*£!fti61R^«tt , *4&» 

&ffi-rs*ifg^ v-Ammz.mmTz&toiz&mtemmtmm^mt. sipm 
m^mht^m^iz±m^-AmmnmmLx, wait? ©7 Ki/*£«sA2-e<z>7 

mm*mmir&mmz s e> ic*i-s r ^ i:#^i:t5fM 1 * 2 ic 

ic^ u ±iar Ku^««i««^sipa«j|»Ti*c»M««K:>i*j«L/feaEiftflt* 

&fflBft***«&S&MI*S£i:M**fc'*-<& (3) K:«3*©7 Kl/*JEiM6 

- Mo 

(5) SIPilMSr^^M, gF#$fcflt# h'ff#, &£>vn 

(6) &Z>7n hn;i/Ptc^e>MA^$>syn h n^Qjcfi&^IHBSrr 

t* f & it mm & v a t , 

?u Nn;i/PT*(Z>7 Ku^fc^a hn;i/Qt®7 
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(7) &£^n hn^PJCfl^lHAi t«A2S:r KU^«tH«*T?iS»t-*afll 
M feasor, 

MAi(Z)^n hn;i/P»A20^D h n;i/P{c;ffi2tc^m-t£$&fg£> siPiiMS: 

slPa«»casfil*f4fifll?R*^*ns»^K:iWAi©r Kl/X£*SA2©r 
SlPji^Jc^SI*f*fll»*^*4x«»-&Jc«|Ai©T KU*£*IA2(D7 Kl/x&fB 

(8) siPiiM Jfc&v^i, hHtm, &sv* 
tt, jK- h«#lca£^£fcfflrS£fc&*SF«i:"*£ (7) £fa«©7 K U*3ESI 

[0 0 18] 
[0019] 

, fflB8«IPv4T Kl^WJE* So «|A7£MgB8H:, TK l/^IHSf K'il 
[0 0 2 0] 

7FUXliif ltt, IPv6T Kl^X£IPv4T KU*0>gB&»tBfc, SIP* y 
■fe-^&ffi#l8£:, SIPT KU*gE&Stt2 fcjMt*#®fcDNS-ALG3 £ JUS'S* 

[0 0 2 1] 
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SIPT Kl/^aESHS«2tt, SIP* y±-i?<DT KU*ae&lc&gfcfiM8£:«ffl 
U SIP* y*-S?©*#&»S#*.S#«<S:flia.*. 
[0 0 2 2] 

06 itSlP<DZfU Vnn,*#vVBtXfi* yfe-s;7*-Tv h£^-f„ SIP£-^ 
tiV\°>!ryM£, IP'W 4f41fcTCP/UDP^Ny^42fc/<>f n-K43T?*lJEfti - S. SIPl* 
/<>f d— K43tC|fejBStlSo SIP&, start- 1 ine44£l message-header 45 £ message 
■-body46*e#*Stl*. Start-line44te, SIP* yiz- WWMt.nft&tt't. Me 
ssage-header45&, SIP©7\°^ * - # ^fr. Message-body46te, ^p^r^iC^S 
■ ttJCSKj£3ft£3***/a>©«*R&aVr. Messa*e-body©gB3*lCl£, SDP&£? 

[0 0 2 3] 

$r^-To SIP-9— y15ilSB5^6tt t HBtC^SIP^n h ZM/X Z v V (41, 42, 43) 

£fi^(47), SIPT Kl/X^8I^S2#SIP* y -fe - ^SlfliS (48) Srff ? „ 
[0 0 2 4] 

18a, 18b, 18n) SrlR^ 1 ^ 4 > $ 7 x. -^.SP (IF) (19a, 19b, 19n) /\° 
[0 0 2 5] 

[0 0 2 6] 

OOtt, IPv4T KUX501£IPv67 KU* 502© *f)£IW^£ 
[0 0 2 7] 
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sip* y-fe-^fc^ffi-rsc 

[0 0 2 8] 

MA (MB) fribMB (MA) lZft?ZSIP*y±-V<D^9Gtfm<btlZ>m&. 7 
[0 0 2 9] 

CPXiiUDP$r^e>^, SlPtf)^*;!/ htf- h##&5060-£&£ 0 
[0 0 3 0] 

MA (MB) frbMB (MA) {C^ff^SIP* ^-fe-^CD^^PS^^tl^V^A 
, 7 Kb^Mil l£> A>r>y h^y ^©M^- h#^T'SIP* 

[0 0 3 1 ] 

/^y vvm • ^3aasi7tt, ipv4a°^^ h z^m-t st, 3egn»$&iBttasi6& 

tftSRU IPv4T Fl/*&IPv67 KU;UCg£frx.£„ A>Ty • MSI 

gprm, IPv6A^ry h&S#i"-sa. gEtftft#SB«8Pl6&*fc5itU IPv67KU* 
£IPv47 Kl^x{c#£^;L£ 0 ^<Z)i:£, IP7 F UXtfH^lcfc $ * &ff$8 

frx. -5 r £ #-srtB-e& 3 o 
EI4 (ciPv4/1>r>y h7*-7>y h&^fo 

0 5 lCIPv67N°^^y N h Sr^-To ^#|tf)£V^C&£, IP7KU*£ttT'& 

[0 0 3 2] 
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m 

[0 0 3 3] 

msit. sipt Fisxmmmm.2<DMf&m*m*o sipt Fi>xmmmm2\z> m 

m (24a, 24b) $riR^-r-g>-r>^7ji-^gP(IF)(23a, 23b) *^V22£, CP 
U21 H £ A*25T*^$E-r £ *J£ & £ -5 . 
[0 0 3 4] 

^^U22«, sip* ^•fe-^m^s^ny^A26ii, Mmmmm^^^m 

[0 0 3 5] 

sip* 7t-ywaii26it m25izm-tmmftm^^ * - * (Dmmr--? 

misizm^t sip* vM-V®M)\s- + yso%:Sfr. sip* y-fe-snc^ 

[0 0 3 6] 

025Ji, ^*f<&/N°^*-# UX h £^tMf#^- 7^412 £^-T . 
[0 0 3 7] 

[0 0 3 8] 
[0 0 3 9] 

027£028£029SCjj^>->r>;*fCt£oT, 01 JCfe^-&«A©ag^6a*x 
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fc»J, jg*6ai:Sg5f56b©ratC-fey 2/a 
[0 0 4 0] 

SB5ft6atctt, SIP;* yiz — i/(D^.W9ct. It, SIPif- A5a^^$ ft 
[0 0 4 1 ] 

jB5R6aJiSB5^6b^©|8fK:-fey a y (DmiLZM^-t £ INVITE&SIP-b-- A5afC 

anr*-s(ioi). 

08tt, ^^6a^SIP-9- -^5a(CM#t' -5 INVITED ^-fe-^M401$:^-r o Start-L 
• inefCtt, INVITEOD^fltfi^^Stl*. Via/\y40±, SIP Request <Z)M 
^"To SIP RequestJC*J"rSJS#tt, via/s >y **<ff# & %, £ \zm&&*1* 
^{CiUM^tlSo To/\y ^OiRequesttf}?^^ From/\y #*liRequest©iBifr#£ 
, Call-IDliD^iiaa^Sr-etl^tl^'r. Message-body<Z)cAe7;>l-#ki:=i*;7>>3 

[0 0 4 2] 

m27^M*) S/->r>X<DWt i m*:W~}Z>o SIP-tf- -A5a# INVITE feSfe* 3 I 
NVITE^^^Start-Line^^M^^^-T-S., 3fc5fcfi?*lC K*>f 
JtStlTV^®^, SIPi*--A5al£, DNS+h-A4a{CDNS^VN-a-fc-&$:^fi^S (1 
02) o DNS-9--A4a«, DNS-ALG3&m>NS1^ Wl4b£^^bTSIPi^ Wl5b<7);&ffj 
« Sr^-TS (103) „ T Kl' (TR) l^DNS-ALG3(Z)5t|ft*S;iCtt, M*. 
#fF^^#2001-274419{CfH«CDT K l/X^t&#5££ig;§'r £□ DNS-ALG3 
tt, SIP-b— /15b© K*>f >i&fC*["rS IPv4 T Kl^^b4$:^J®IPv6T KU*vb6lC 

[0 0 4 3] 

SIP-9--A5ali, IWnEmmfcmmt IT, SIP"9--A5b(Z>^®IPv6T KU*vb 
6&m?#l/ (104) , £&IPv67 KU*vb62S IC INVITE &2Mi"*-.5 (105) „ 
g|9 lCSIP-9--A5a^M-tSSIP^ yte-S> (INVITE) (Z>^ *;t-y«S^t. 
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[0 0 4 4] 

T KU:*S5fft3£ttl tt» SIP*yfe-S? (INVITE) &IPTKI/X, &£V^±, I 

P7Kuxi:5K-h##©i*^t>"&, &*w±, h# a (106) 

*JM-V (INVITE) &SIPT Kl/^fi^g (SIP-ALG) 2|Cj|ftS (107) „ T 

KL'^migMi ©7 Kw^ijl^^ i ^-efee^ii, ^#)Sipy 

[0 0 4 5] 

sipt \?\/7.mmm2\$si?* v^-vit&mir&t.. mmzm-tsi?* y*.- 
vm^M)i-^y6o^mm-t^> aos) „ 

[0 0 4 6] 

mmtmin mma>MMJz is si?* vt-ym&t&mji-^yeozB-** si 

PT Kl/*Mm«2&, MMttM^^ * - * n h4l2£^f§bfcsip* y-fe— 

m&mm^^t-zzmm^z (6i) . 

[0 0 4 7] 

v*5#&^xy *i-<5 (62) „ 
[0 0 4 8] 

& (63) . 9c(cstii%£!rflBiKfl{28<o3E«iMj4i3«:#ffii/. uw^mprw^ 

fc^fS (64) . 09tC^-TINVITES:S#Lfc*^©IESI>t#*IPr K 

SIP+>--A5a(Z)IPv6r Kl^Xsipa6^, i^5^6a©IPv6T F U*a6£&S. 
[0 0 4 9] 

7 Kl/*S&liS«l (Z>7 Kb^Ii^7^* U- KTf&tltf, ttffibfcA 
[0 0 5 0] 

sipt k u 2 ©««fl^«wv^■&t>«»27^*i^^^tttIPr ku^ r S i P 

a6, a6j Sr^tf 7 K l/^ligv^tH3:S*600S:r K UXiElft^e 1 JCSI^t- « (6 
5, 109) „ 
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[0 0 5 1 ] 

D (605) r F\sXffl^&fr^m&£Z(Dfo&$:mmttVZ>o Count (608 

[0 0 5 2] 

S#P^*602li|Eift^IPr K1^X#ICIPT KU^*^^" (IPv4, IPv6) (60 
9) i:, aafcfcMfclPTKV;* (610) «l*f*ctf- (611) Sr^tf.'jK 

[0 0 5 3] 

irtu*, r k bx^misg i «^m^©iPT k &#t?7 k v>*m^t>i±m 
(no, ee) zsiFTFuxwz&mmizmmtz, 

Kl/X r V si P a4, va4j &^t?T K l/^^V%^fei±M^^ (110, 66) £SIPT 
[0 0 5 4] 

Mint. T F\sxm^t>-&&&J&&650<D* y1Z-^7*-Vy h Sr^fo 
r KU^Wv^*>*K#|S«:tt, /\y ^gP601i:^^603T*«l^t--5 o Jfrgft 
^603te, mWkMMOlPT KU**>f ^ (620) , IP7KU* (621) , >K- h# 

# (622) H9m&L(Z>l?T)? ^7*94-7 (623) , IP7KU* (624) , jK— h# 

# (625) ©j|fl*-^*)-ttS:^tf. 

[0 0 5 5] 

sipt Fux&mmmitT Ki/^^^^tiMt&sf sip* yt- 

^{C-^ttlSIPT KUXflg&ftMS (67, 111) 0 *»J*#»JCtt, sipa6 
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£vsipa4{C, a6£va4&C^*l-f tl§#*^^ 0 
[0 0 5 6] 

SIPT Kl/X^m^fi2fcfc, IPT Kb*tim&*£«*.fcSIP.* y-fe-^ (INVI 
TE) &TKl/XSEJJI««lJcaifllO, M-f >^7t5 (68, 112) 0 
[0 0 5 7] 

-etaffiA°^*-#lcIPT Kl^^«?6^^^ti^VA^, SIPT Kl^^mifi2 
teSIP* yfe-S? vn 0 SIPT KU^i^f 2^7 Fl^X^^«l 

• (CSIP* v-t-V&mmL (69) , >5rH7t^o 
[0 0 5 8] 

EI27SCMU, >>-^>^EI©^0^S:M^^o TK U^mmUHt, SIPTK 
l/^^^*2^^SIP^ y<fe-*; (INVITE) £^ft-f££ (112) > SlP^yfe- 
^£-g-tHPA>ry h/\»^©7 Kb^Ii^lf^ (113) 0 TKl^^gllgei 

<j>mmmmmmiG<D^Mmm'r-'?)\,5QQ*:^mi>T, mm%r fi/x&sip-9- 

-A5b<Z)HlPv4T Kl^X Tsipb4j IC, alil^T K £SIP+r- A*5atf)>K^IPv4 
r V sipa4j {C^tl-rtl^m-r-So 
[0 0 5 9] 

M 1 0 &SIP* >yi?-S? (INVITE) <DMX*2bZ>o 
[0 0 6 0] 

Ell 1 &SIP* y-t-V (INVITE) ©MT'feS, 
[0 0 6 1] 

SIP-tf--A5b&®l(HC;^1-SIP* yte — V (INVITE) fc^fg-t & (114) 0 EflO 
te> ®9{C^-r^&iitftf)SIP* vt-*Jmh&Mtt2>ll. via header, Call-ID h 
eader. Contact header, c A*9 ^ - # iCfgjt;* tlfe IPT F V 7. #IPv6^ £ IPv 
4&C^||3;ftT^£„ 
[0 0 6 2] 

SIP-tf— A5btt, Start-LinecD^W^A^^ft^ebcD&S'^^^b, 
^6b(CEIll{C^-rSIP^ yM-V (INVITE) fcaSte-TS (115) . 
[0 0 6 3] 
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#*6bB: INVITE 200 0KT*£S^lf-£o ^6b^^6a{Ciifg-r 
Sf^filt INVITE©cA^^-^T*fg3£S4xfeIPr (S85fc6a©-R>®IPv 

47FU^ r V a4j ) ^tK«^9^-^T?fB^Snfe3K- h##5BtCjSH3Sti*. 
[0 0 6 4] 

SIP Response (200 OK) te, via header©'ff % £ IC, SIP Request 
$tlfcSIP-9-~AS:SfibT3g^6alc^SnSo 
HI1 2&SIP 200 OK* vt-*?WlV$>Z>o 
Ml 3 ttSIP 200 OK* ^y-fe-i/M2-e^)^ 0 
- M2 8lCii^> SIPif-A5b«, aB^6b^P,H12tCat-rSIP Response (200 OK) 
£:^fS-t£ (121) o SIP-tf--A5Mi, 013{C^-TSIP Response(200 0K)£SIP1f- 
-A5a<ZH£«IPv47 KU^ r V sipa4j JBJCSMrrs (122) „ 7FUX«I 

i tisip^ ^-fe-i; (200 ok) (123) , siP7 k \s xmmmmicmm*? 

& (124) o SIP* yfe-y&SMOfcSIPT KU*aStJHS«2 tt, SIP*yfe-S> 
^SIMS;P-^>60$:^HiJi-§ o SIP* >yt-i/'Ma©^H (125^128) 
tt, Br27©^^y^l08^e>llli:|gififtT*S. SIP7 K l/^MISSK 2 tt, 
*f«UP7KU*lC rvsi P a4 > va4, b4j L 7 F rav^fritSS* Z 

ffUC^lfc r V sipa4-si P a6j T V a4 - a6j <D&m^> h V Z 

. 7K^iif ltt, Tb4j JC*frS««IPv6T Kl/* r v b6j &£/£U 

. 3g«i'ft*sa«8iJi6©3gtjifit*5 t -^;i/5ootc«i»"r*. r Ku^iit nt 

i±M#^SSIPT Kl/^SK«iS«2JCjSfll , rs (127) „ 
Ell 4 (±SIP 200 OK* y± — i?M3"Z&Zo 
Ml 5ttSIP 200 OK* yfe-s;0!l4T?&S. 
[0 0 6 5] 

SIPT Kl/*a&UK*2tt, IPT Kl/X'MfcS^m*, SIP Response (200 0 

K)&rKb^*«ss«ijc««^s d28, 129) . TFisxmmmmn*. sip 

Response fc-g-frlPA^ry h^V #(DT K U * S: fx 3 (130). TK l/Xgggl 
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£SIP-9--r\*5atf)i!lPv67 KU^ r s ipa6j (C, izif§7t;7 K SrSIPIf -A5b© 
^®IPv6T Kb* r V si P b6j tC^tl^tl^mi-^o 7F1/Xllifilit SIP 
-9--A5a{CEI14lC;^-f SIP Response (200 OK) 5:1ft £ (131) „ SIP1*--A5a 
^5^6a(C|g|15(C^-rSIP Response (200 OK) £i£#-t £ (132) 0 
[0 0 6 6] 

!^*6a#^6b&C^^£^'ff#te, 200 0K©C\°^ ^ - # T^l^ $ *l£ IP 
7Fl/^ (5{§*6b©MUPv47 Kb* I"vb6j ) ^ttW^^-^T^i^ft^ 

• - h&^mzmm^z* 

mZQizmfr. 3$7fc6a&, INVITEfCMf -5SIP Response (200 OK) 
, fS^fitiS (ACK) ZSlPi)--A5amzmm-1'Z> (141) „ SIP+T-A5a&, SIP+T 
-A5b©M2®IPv4T KUX r V sipb6j ^fC^fltfg (ACK) -5 (142) „ 7 

Kl/xafci*i6«l#, SIP*yfe-*; (ack) &*fcffi 0(143), SIP7 K U*3ESI$S 
S2{CiHfHt-^(144) 0 
[0 0 6 7] 

SIP* yiZ-^i£*Q.3l<Z>$fs*l (145*^148) 14, H27©^7-y ^108*^111 
£|Hfl£T*&£., SIP7 Kl/^Mfi2(i7 Kb*SeSMK*l ICIP7 Fl/^fS* 
&*£JJI*.fcJ&«:fl*38 (ACK)fcjSII'f SU49). T K U*3E8I$S* 1 tt. SIP* y 
(ACK) Sr^tfHWry #*©7 K b*£^1-£ (150) „ 7KI/X 

3ESI$S1BlHU SIPiJ— A5bCDHIPv47 Kb* Tsipb4j *gKljS4£5l88 (ACK) & 
< mm?* (151) . SIP-9--/l5blij^^6b{Cf5^:5S^ (ACK) £j£f§-T£ (152) . 
[0 0 6 8] 

^©W^ilM^^lilC^S. Sg*6afcJ:, 3|g*6b<Z>IPv47 Fl/XKMJ&'t&fflgilP 
v67Kb* (vb6) ^C^fffiftRSr^tf/^y h SriSHg-TS (153). 7Fl/^tt 
iSfillt, MfS5t;IP7 Kb* r a6j HMmm?T Kb* rvbej T3ESIfS?8SB««P 
16Sr^f-5o ^S*:, ±|B&3S/-^>*©*7 L y^l09;i3J:tF*^y:7l26T? 

7Kb*g£&$s«iii, ^g&x> h y izm^^^v (154) 
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o mm7bl?7 Kl/XJCtt, 3g5fc6a<Z>IPv67 KU* r a6j lC*f/^i"S'K^IPv4T K 
l/* r V a4j Zmfe-t&o mmftlPT Kl^XtCtt, 3$;*;6b<Z)||IPv47Kl/* Tb4 

^}C^M-r^(155) 0 

~158) 0 

[0 0 6 9] 

[0 0 7 0] 
[0 0 7 1 ] 

^ i <D^Mi:m2©^M«, sip* v^-v^m^m&mmmffix&tfmte 

[0 0 7 2] 

^ffillitll 7 K 1 #SIP* y 12 - ^©Ml*^ A 9 * - # 

[0 0 7 3] 

[0 0 7 4] 

* tfj&mmoi*. 025{c^-r^*f^A^*-^ ^ h4i2h, H22&c^t-# 

**tf^M;b-^>80 7 Kl/X^m^«l teSIP* vk-Vktitmir 

Z> £ * ytt&jQMfr - * y 80 £ jgfl» "T £ . 

Site, ^#l*f£i>^*-# h412£^MLfeSIP* y ■&-*;«: JfcgU 
*f«lA^* -* SrWrffli"* (81) o 9Etft>^*^9^ -#*<SIP* vt-VK&tE 
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mm-tZ (82) . 9*f\t. T Kl/X^Sl^tS7Kl/^i^i:l 
^£SIP7KUX^&$lfi2JCi£f§L (83) , *^-f>S:i»!f7t5. 

®2u±, r Ku*seai§6«i#sipy k i^as&sss 2 izmm-t s #^o£sip* 

[0 0 7 5] 

icsip* y-fe-j;gEfft&jg;b-^>70fcfl!a.s o 

[0 0 7 6] 

EI23tt, ^©^JfeflUCfcV^ SIPT K l/*^gS^g 2 ?"tf£SIP;* V 12 

- srsra Lftt. %MM'£nz>sip* y -fe - sjgesMra;!/- >7o . 

[0 0 7 7] 

gI23<Z>SIP* ^•fe-^^g|MS;V-^>'70i:, Hi ©HifeWCfcttSSIP;* y-fe 
[0 0 7 8] 

*»^©^ai©^J!IJCJ:Si:, T K 1 #SIP* yfe-s;©3E**f 

^/N°^*-#^ffiatg£tfi*.S3i:&c<i: y, SIPT KV^3Eil««2<Z>«aAfflfS: 

»£\ T Kl/^Iiil 1 liSIPT FbX^iM£S2 ZMM-G-riZSl?* y-fe-s; 

[0 0 7 9] 
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[0 0 8 0] 

ilMfS^ttS d £ IZ.$>£ 0 Call leg&, peer to peer SIP relationship?:^-^ 

o 

Call leg&. To header^From header hCal \-ID(D$&fr&t>-&T*—MiZMMXg 
Z> 0 i^y^tt, £T<Z)SIP* yfe-S?lC^*ti* 0 

. , $e>tc, ^^i:caii legiDtti&m&zmm-rzr-T'jimmoot., zrt* 

7 4 Tmm<Dftfam&*<gm~f2>7 L -zfJimm310£, SIP-fey $/3 >CD^Mt? 

jt^r, SIP©ir >HTH^ttmessage-body$:-^^^VN 0 L^U <fc»JJ|IH^ 
' &SIPji#£|g#fc-f£^§-£, 7FUx^ttl^t«yi/3>H7^ct3lr>y 

*^J6#ltt, T Kl/.xaflg!*«111 tfcall legfc*^<z>^j&fi|?8 3 ilfCj: 

m3m, &mMMiz&^xTFuxm&mmi<7>*yj&m%!i2otfffi?L£$>f f gm 

"r- ^;i/300$r^i" o # Jf<gf S^-^;i/300(^#x> h y fcfc, (301) , IPv6 

To header (302) , IPv6 From header (303), IPv6 Call-ID (304), IPv4 To h 
eader (305) , IPv4 From header (306), IPv4 Call-ID (307) Sr^^-T £ Q 
To header. From header, Cal 1-ID headers it, IPT K UX'ff Rllg 
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> h U tt, (311) , IPv6{H!jcA^*-# (312) , IPv6fl!|mA°^* (313 

) , IPv4{B![c/\°^*-# (314) , IPv4$[mA°^* (315) ^m^^o 7K 
l/*3Etfcgli8l «, *-5=-f T«#l^^-:/;i/310£tff;i£^£lC J: y, -fey*/ 

[0 0 8 1 ] 

-^yQOZm-to T KLxX^m^Sl SIP* y-fe-^&^ffii*-.£>£#^3g 
T - 7 mOO *Wimir2> (91) „ ^§?f3f-te, ^fsb^SIP* -/-t?-^(Z)call leg 
mm (To, From, Call-ID) T*2bZ> 0 
[0 0 8 2] 

x> h y^#^L^VN#-^ii, (92) „ 

r k i^x^^a 1 «, sip-fe >y > a ><Dffl%tmT £^-r* v v brnm^mmn 
m^^t-zv^b^z^mh, %m*viz--vizmvfr#imzft5 (93) „ 

[0 0 8 3] 

sip* y-fe-^tfi? v ^a>^7&3tl, sip* v^-Vlzm^MM^^ -* 
tfftte^ZMis. T bly^mmmi te#^'li#&tf^L£SIP* -/i?-^£SIP 
7 KUX^m^tt2lcMMt-S (94) „ 7Kl/^IIgSltt, A:7*-#;tf# 
£^*.£*l£:SIP* yiz-i/'£SIP7 Fl/^^iii2*^fft £ (95) . 
T% 3£&x?/ h U^^MP12©^mM-T--^>500{C-g-^tl^m^^^©^ 

h y *t^ T'»#^a^-^>3io(c-g-^ns^^^^(Z>x> bVZ 

mm-tZ, £*>IC, ^x>hU^^S^H^m'W?gf3'li:g|516{cm^x>h 
y <£>}i!II&£^:£U JE1%mT~?Z>t:. *JV-?-yZmT-?Z> (96) 0 
[0 0 8 4] 

SIP* y-fe-SWizy S/3 >^T$:^L, SIP* yiz-^iC^»fii/\-^*-# 
^#^b^v>^, 7 KU^IEiiSlH _hgax^^^96&^ft--5 0 
[0 0 8 5] 
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SIP* >yiz-^#izy i/sym^^m-tm^ T Kl/*gE&SSS 1 l**-r-f T 

z> (97) . sip* y^-ifizm&Mm^ nit, TFi/xmmm 
m i it* ymmztf¥Lt=.sip* vk-pzsipt ^v^mmmmizmmv os 

) , *;i/-^>Sr^T-r^o SIP* ^ir-i/lc^m*f^A^*-^^#^E^Wti 
[0 0 8 6] 

sip* yfe-s;*«i»*&j»TJeii^T*y, sip* >yiz-snc^t&*Mfc,r?^*-## 

LfcSIP* yiZ-^&SHtL (98) , *^/-f>fc»7t*. 
[0 0 8 7] 

SIP* y 1z- >y a >^M7I#Mt'&»J , SIP* >y iz - VKWSktt 

MA 9 * - # L & v -f >^7tSo 

[0 0 8 8] 

033 £ 034 £ 035{C^ ■? 1/ -TyXlzm-oT, %Z3<DMteWVi £ V % 3 fflA©^ 
6a#MB<Z>^6b£SIP£MVNfc^;ifjiM&fT omOtlC-D^TWim-tZo 
[0 0 8 9] 

033^gi34{i-fe^^3>Bi5i^-^>^$:^t- o s*fi*r*«ia©agntt, 027 
. m34nm28<Dm$'iz, m3Aiz^^^^i33t>mm^nr=.^iix^^o 

:/116;&t>*;*^y ^133{C;i3V^, 7 K l/^MmU 1 «, ^ffiLfcSIP* 
V iZ - y^-fe 7^H>H$&^t3ilOTJL, * il^m L fcSIP* >y -fe 

^;i/3iotc^-TSo 

[0 0 9 0] 

IKCT*fe-5o 3B5S6attSB^6bi:<Z>|SlCD-fe^ >> 3 >Ji$Y £M^-T £SIP* yiz-^ 
(BYE) &SIP-b--A5alCjiM^-S (161) „ SIP-tf--A5a&, SIP1*-- A5b<DfaMl 
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Pv6TKUX r V sipb6j ^{CSIP* y-fer-^ (BYE) &mmirZ> (162) . f K 
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C INVITE sip:userB@biloxi.com SIP/2.0 
Via: SIP/2.0/UDP a6 
To: Bob <sip:userB@biloxi.com> 
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Call-ID: 12345® a6 
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o=UserB 1 23 456 IN IP4 userA.atlanta.com 
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